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1. Summary and decision

Fictional NightDesk Support Pte. Ltd. is proposed to provide out-of-hours web-shop customer support, with agents in
Singapore and Manila. The B9 review identified evidence received and matters that remain unresolved, including the
scope of the Manila operations, breach-notice timing, deletion and AI processing. On 18 January 2027, the DPO decided
to proceed to a three-month pilot starting on 1 March 2027 only if the conditions in DA-13 are met. The COO approved
that conditional decision on 20 January 2027; the DPO must confirm the conditions are met before the pilot starts.

2. What is proposed

The Head of Customer Service proposed NightDesk on 14 December 2026 to answer web-shop chat and email from 18:00
to 23:00 and at weekends. NightDesk agents would work from Singapore and Manila. Access from Manila would involve an
overseas transfer and needs to be considered in the B10 transfer review and by Quillmarrow’s lawyer.

NightDesk would act as a data intermediary for the proposed service. Its agents would access Fictional Helpdesk tickets
and web-chat transcripts, PD-06, and have read-only order lookup in Fictional ShopCloud for web-shop customer
accounts and orders, PD-01 and PD-02. The proposed access should be limited to those ticket and order-lookup roles as
a condition of the pilot.

NightDesk’s tooling offers AI reply suggestions. The feature is not approved for the pilot and must remain off under the
conditions in DA-13. The questionnaire was sent on 17 December 2026 and answers were received on 8 January 2027.

3. Questions asked

The B9 checklist review covers the following questions. “Evidence provided” means material was received; it does not, by
itself, establish that the material is sufficient or that a condition has been met.

B9 question Answer received Status

What service is proposed, and where would
agents work?

Out-of-hours web-shop chat and email support, with agents in Singapore
and Manila.

Evidence
provided

Which systems and personal data would
agents access?

Helpdesk tickets and chat, PD-06; read-only ShopCloud lookup for PD-01
and PD-02.

Evidence
provided

What data processing terms are available? A draft was received; the contract points remain for agreement. Partial

What security evidence is available? A security summary and an ISO/IEC 27001 certificate were received. Evidence
provided

Does the certificate cover the Manila
operations?

The certificate scope covers the Singapore office only; the scope of Manila
operations under the certificate remains unconfirmed.

Partial
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B9 question Answer received Status

What confidentiality commitment applies to
staff?

A staff confidentiality undertaking template was received. Evidence
provided

Which sub-processors are used? A list of sub-processors was received; arrangements for changes are a
contract point.

Partial

How quickly would NightDesk notify
Quillmarrow of a suspected breach?

Timing to clients was not provided. Not provided

What happens to personal data at contract
end?

Deletion arrangements at contract end were not provided. Not provided

Where is data used for AI reply suggestions
processed?

Processing location was not provided. Not provided

Is data used for AI reply suggestions used to
train models?

Model-training use was not provided. Not provided

4. Evidence received and evidence missing

Evidence received

Draft data processing terms.

Security summary.

ISO/IEC 27001 certificate covering NightDesk’s Singapore office only.

Staff confidentiality undertaking template.

List of sub-processors.

These documents support the review but do not resolve all questions or demonstrate that the pilot conditions have been
met.

Evidence missing

Confirmation of the scope of the Manila operations under the certificate.

NightDesk’s breach-notice timing to clients.

Details of deletion at contract end.

The location where AI reply-suggestion data is processed.

Whether AI reply-suggestion data is used to train models.

The Head of Customer Service should obtain the missing evidence under DA-13. If it is not available or does not resolve
the review points, the pilot must not start on the basis of the existing conditional approval.

5. Risks and how they are handled

The ratings below are review assessments for the proposed pilot, not legal conclusions.

Risk Rating Handling Owner

Access from Manila creates an overseas transfer,
while the Manila scope under the certificate remains
unconfirmed.

Amber Obtain the missing scope evidence; refer transfer
safeguards to Quillmarrow’s lawyer and update the
relevant records.

Head of
Customer
Service

Agents could access customer information beyond
what the proposed service needs.

Amber Limit access to Helpdesk ticket and read-only order-
lookup roles before the pilot. Update B3 and B9.

Head of
Customer
Service

NightDesk’s breach-notice timing to clients is not
provided.

Amber Obtain the timing and refer the notification term and
contractual target to Quillmarrow’s lawyer.

Head of
Customer
Service

Deletion at contract end is not evidenced. Amber Obtain the missing details; refer return and deletion
terms to the lawyer.

Head of
Customer
Service
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Risk Rating Handling Owner

The location and model-training use of AI reply-
suggestion data are unknown.

Amber Keep the feature off for the pilot; obtain the missing
information and review any later proposal under B14.

Head of
Customer
Service

A sub-processor change could alter how the service is
delivered.

Amber Review the received list and refer change provisions to
the lawyer.

Head of
Customer
Service

A conditional decision could be mistaken for
permission to start.

Amber Track DA-13 in C2. The DPO confirms that every
condition is met before 1 March 2027.

DPO

6. Points for Quillmarrow’s lawyer

The following are points for Quillmarrow’s lawyer to advise on and agree with the relevant parties. They are not legal
conclusions in this record.

Data intermediary obligations: whether the proposed terms adequately describe NightDesk’s responsibilities for the
service and the personal data it processes.

Manila transfer safeguards: the safeguards and supporting evidence appropriate to access from Manila.

Breach notice: notifying Quillmarrow without undue delay of a suspected breach, with a contractual target of 24
hours.

Return and deletion: arrangements for returning and deleting data at contract end, including the evidence
Quillmarrow should obtain.

Audit and evidence rights: what evidence and review rights Quillmarrow should be able to request.

Sub-processor changes: how proposed changes are communicated and addressed.

AI feature: the terms needed to keep reply suggestions switched off unless approved.

Legal questions should be confirmed with a Singapore-qualified lawyer. Agreement of the lawyer’s contract points is a
condition of DA-13, not an outcome recorded as complete in this review.

7. AI features

NightDesk offers AI-generated reply suggestions as part of its tooling. The review has not established where the data used
for those suggestions is processed or whether it is used to train models. Both points remain missing evidence.

For the proposed pilot, reply suggestions must be off. Any later proposal to use the feature should be reviewed under B14
before Quillmarrow decides whether to approve it. The conditional pilot decision does not approve the AI feature.

8. Conditions before the pilot

DA-13 is owned by the Head of Customer Service and is due on 28 February 2027. Each condition below must be met
before the pilot starts; the DPO confirms the conditions before 1 March 2027.

Missing evidence received — Head of Customer Service; due 28 February 2027. Obtain the outstanding Manila
certificate-scope, breach-notice, deletion and AI-processing information, and retain it with C4.

Lawyer’s contract points agreed — Head of Customer Service, with advice from Quillmarrow’s lawyer; due 28
February 2027. Record the agreed position on the points in section 6.

AI reply suggestions off — Head of Customer Service; due 28 February 2027. Confirm the feature is switched off for
the pilot.

Access limited — Head of Customer Service; due 28 February 2027. Confirm access is limited to ticket and read-only
order-lookup roles.

B9 and B3 updated — Head of Customer Service; due 28 February 2027. Ensure the vendor record and personal data
inventory reflect the proposed service and its conditions.

A B9 record adding DV-04 with pilot conditions was logged under PC-10 on 20 January 2027. The required pre-pilot
updates and condition check must still be completed; that entry alone is not evidence that DA-13 is closed.
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9. Decision record

Step By Date

B9 review completed with support from the reviewer. DPO 15 January 2027

Conditional decision for a three-month pilot starting 1 March 2027, only if DA-13 is met. DPO 18 January 2027

Conditional decision approved. COO 20 January 2027

B9 v1.1 updated to add DV-04 and pilot conditions, PC-10. COO 20 January 2027

Confirm that all DA-13 conditions have been met. DPO Before 1 March 2027

10. Follow-up

The Head of Customer Service should maintain the DA-13 evidence and progress in C2 and C4. The DPO’s pre-pilot check
should distinguish evidence received, contract points agreed and controls confirmed from matters still open. If a condition
is not met, the pilot should not start under the conditional decision.

B3 and B9 must reflect the service, data access, locations and conditions before the pilot. If the pilot starts after the
conditions are met, a pilot check is planned after 30 days. Any findings or further decisions should be recorded at that
point rather than assumed in advance.

About this sample

Fictional organisation, illustrative only, not a client case study. Quillmarrow Supplies Pte. Ltd., its people, vendors, findings and
dates are invented. Nothing in this document reports a client result.

I personally review and sign off every deliverable. You appoint your own DPO. I support them.

This is practical compliance support, not legal advice. For legal advice, use a Singapore-qualified lawyer.

What's not included

Acting as, being named as or replacing your DPO.

Legal advice, legal representation or submitting regulatory notifications on your behalf.

Certification or a guarantee of compliance.

An emergency hotline or a substitute for your own incident-response arrangements.

Forensic investigation, penetration testing, security engineering or administering your systems.

Holding your customer database or making changes to live systems.

Rebuilding the whole PDPA programme, a new AI governance review or a major new project (these need a separate scope and
quote).

Healthcare-sector work or on-site delivery.

Questions about this sample: DM @alewyl1 on X, or ask for a free intro call (coffee chat).
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